STATEMENT OF COMPATIBILITY

3AABNEHUE O COBMECTUMOCTH

between

mMexay

Kaspersky Industrial CyberSecurity for Networks
4.2

Kaspersky Industrial CyberSecurity for Networks
4.2

the product of

ABNAOWMMCA NPOAYKTOM

AO KASPERSKY LAB,

AO «Jlabopatopua Kacnepckoro»,

39A/2 Leningradskoe Shosse,
Moscow, 125212, the Russian Federation

125212, Poccma, MocKsa,
NleHnHrpaackoe wocce, a. 39A, ctp. 2

hereinafter referred to as KICS for Networks and
“Kaspersky” respectively

B AanbHelwem nmeHyembimn KICS for Networks
n «Jlabopatopua Kacnepckoro» COOTBETCTBEHHO

and

4]

Software complex information and control
SCADA-system "Kaskad"

Komnnekc nporpamMmmHbiA  MHPOPMALMOHHO-
ynpasnatowmii SCADA-cuctema «Kackag»

the product of

ABNAOWKMMCA NPOAYKTOM

“Kaskad-ASU” LLC

000 «Kackag-ACY»

Russia, 428000, Chuvashskaya Respublica- | Poccua, 428000, “ysawckaa Pecnybnuka-
Chuvashia, Cheboksary, proezd | Yysawims, ¥ Yebokcapsil, npoesg
Mashinostroiteley, 1 KG MawwuHocTpouTenen, a.1 KI

hereinafter referred to as SCADA-system | B pganbHedwem wumeHyembimu SCADA-cuctema

“Kaskad” and “Kaskad-ASU” respectively

«Kackag» n «Kackap-ACY» COOTBETCTBEHHO

SCADA-system “Kaskad” is a SCADA system that
allows you to create software and hardware APCS.
KICS for Networks is a specialized industrial-grade
product aimed to provide industrial network
inventory, monitoring, risk and threat detection.
Being a part of Kaspersky Industrial CyberSecurity
solution, the product provides nonintrusive OT
cybersecurity threat and anomaly detection based
on analysis of mirrored network traffic copy and
optionally KICS for Nodes telemetry as well as
controls to provide threat investigation, root
cause analysis and manual response actions on
endpoint and network infrastructure levels.

SCADA-cuctema «Kackag» — macwrabupyemas
SCADA-cucTema, npegHasHa4yeHHas ansa
NoCTpoEeHuA 3aBTOMATM3MPOBAHHBLIX  CUCTEM
YyNpasAeHUA TEXHONOTMYECKMMM NpoLeccamu.

KICS for Networks -— cneunanusnpoBaHHbIN

NPOAYKT NPOMBbILWNEHHOTO Knacca,
npeaHasHaYeHHbIN ans MHBEHTapM3auum,
MOHUTOPWHIA, BbIABNEHMA PWUCKOB W Yrpo3

NPOMbILW/IEHHbBIX MHGPACTPYKTYP. ABNAACH YaCTbO
peweHuna Kaspersky Industrial CyberSecurity,
npoAayKT npegocTtasnser BO3MOMHOCTb
BblABNEHMA  yrpo3  KubepbesonacHocTM K
aHOManuih naccuBHbIM 06pa3om Ha OCHOBe
aHanusa KONUU ceTeBoro  Tpaduka, 7
(onuMoHaNbHO) AaHHbLIX TEAEeMETPUM C YCTPOMUCTB,
3awmuweHHblx  npoayktom  KICS  for Nodes.
PeweHne npepocTaBnAeT WMHCTPYMEHTbI ANR
paccnegoBaHWA W PYYHOTrO pearMpoBaHMA Ha
YrpOo3bl Ha YPOBHE 3aWMILAEMbIX YCTPOMCTE
ceTeBon MHOPACTPYKTYPLI.

“Kaskad-ASU” and “Kaspersky" hereby agree on
the following statement regarding possibility to
use the listed products on a common system and
their compatibility and contribution to fulfillment
of cybersecurity requirements:

«Kackag-ACY» u «Jlabopatopua Kacnepckoro»
HACTOALLMM noATBEPMAA0T cnegytouee
3aABNeHWEe  OTHOCWUTENbHO MCNONb30BaAHMWA
YKa3aHHbIX NPOAYKTOB B paMKax O4HOW CUCTEMbI,
nx COBMECTMMOCTH ] BKNaAa
| B BbINONHeHWe TpeBoBaHUit KubepBe3onacHoCTu:

KACKA /] - ——
— ACY

lkaspersky




“Kaskad-ASU” and “Kaspersky” have carried out
extensive compatibility tests for the joint use of
their product combinations on the same system.
The outcome of the tests was that, subject to their
individual system requirements, the products are
compatible and can be used jointly within the
same system.

«Kackap-ACY» un «Jlabopatopua Kacnepckoro»
nposenu BCECTOPOHHME TeCTbl
Ha  COBMECTMMOCTb WX  MPOAYKTOB  npw
oAHOBpemMeHHOW paboTe B cocTage eguHOMU
cuctembl. B pesynbtate TectupoBaHua Obino
YCTAaHOBAEHO, 4TO MPOAYKTbl, C Y4ETOM WX
MHOMBUAYANbHBIX  CUCTEMHbIX  TpebosaHui,
ABNAIOTCA COBMECTUMbIMM u MoryT
MCNO/Nb30BATLCA B COCTABE €4UHON CUCTEMDI.

In case both products are installed and used within
the same system this may contribute to fulfillment

B cny4yae yCTaHOBKM W MCNONb30BAHUA YKA3aHHbIX
NPOrpPamMmHbIX MPOAYKTOB B pPaMKax eauMHOW

of essential information and cybersecurity | cuctembl  3T0  ofecneynBaeT  BbINOJIHEHME

requirements of the FSTEC in industrial | ocHOBHbIX  TpeBoBaHui OCTIK Poccum,

automation process control systems npeabABNAEMbIX K MHPOPMaALMOHHOMK
N KubepbeszonacHOCTM B aBTOMATM3MPOBaHHbIX
cucTemax ynpaBneHus NPOMbILLNEHHbIX
06BEKTOB.
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