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BBENEANE

SCADA-cucmema  «KACKAL»  npedcmabisem codou  MOWHBIU — UHCMPYMEHM  G/15
Hao/mwdeHus, anasusa u ynpabrenus npoueccamu b cucmemax abmomamusauuu 6 pazuyHsix
odnacmax  npomsiwneHHocmy. Ova umeem 6 cboem pacnopsxeHuu Bce  Heooxodumsie
UHCMPYMEHMs), npucywue cobpemerHsiM nakemam GaHHO20 K/AACCa, U YHUKA/bHbIE 0COOEHHOCMU.

llpumersemcs 6 cocmabe paz/uyHsIX NPozpamMmMHo-mexHuveckux komnaekcob (I17K) 6
abmomamu3supobarHelx  cucmemax — ynpabseHus —mexHonozuyveckumu npoueccamu  (ACYTT),
abmomamu3supobarnslx  cucmemax  onepamubrozo  ducnemyvepckozo  ynpabrenus (ACOLY),
abmomamu3supobarHslx cucmemax KoHmMpo/as U yvyema 3Hepzonomokob (ACKY3) v dpyeux
cucmemax npombiw/eHHoU abmomamu3ayuu.

Ha darreiu momerm umeemcs dbe Bepcuu SCADA-cucmemsi: nosHas Bepcus — HamubHo
noddepxubaemas onepauuorHsiMU cucmemamu cemeucmbBa Windows, a makxe Runtime-6epcus,
npedrasHaqerHHas 614 naam@opm Linux.

B cocmab nosvou  bepcuu  SCADA-cucmemsr  «KACKAL»  bxodam  credywuwue
PYHKUUOHA/IbHbIE MOTY/IU-

KOH@U2YpauUuoHHbIE MOGYAU-
®  KOHQUzYypamop;
o Mody/b Hacmpouku npab no/sk3oBames;
o Mody/sb Hacmpouku cemebozo Biaumodeucmbus;
®  MOdy/b HacmpoUKU 043 JaHHbIX COObIMUU;
®  MOdy/b Hacmpouku koHmpo/aepob;
e Modynb Hacmpouku cepbepa docmyna k JaHHsIM;
® MOdy/b Hacmpouku nacnopmob;
®  MOOY/b HACMPOUKU Pe2UCMPauul MEeXHOA02UYeckux napamempob;

®  MOOy/mb Hacmpouku abapuuHou u npedynpecumeibHoU cueHaauzauuy (anapmob)

cepbepHsie Mody/u:

e cepbep docmyna k GarHsiM (CA1).

K/AIUBHMCKUE MOGY/U-
e Juanozobas cpeda kormpons u ynpabrenus (Modyse Buzyasuzauuu);
® MOOY/b NPOCMOMPA UCMOPUU MEXHOAN0ZUYECKO20 NPoUeccy;
o Mody/nb popmupobarus omyemHou Gokymexmauuu (panopmob);

e Mody/sb npocMompa apxuba coosimuu.



Imu komnoHeHms! Mozym npumeHsmecs kak 6 cocmabe bcezo komnaekca, mak U no
omae/1bHoCMU.

Knwyeboe omauyue Runtime-6epcuu om nosHou cucmemsl B momM, 4mo oHa npedHa3HayeHa
ana ucnonHerus npoekma SCADA-cucmemsr «KACKAL». [Tomumo 3mozo, 6 Heu omcymcmbBywm

ModyAu, npedHasHayerHsle 045 papadomku uau pedakmupobanus npoekma.



1 [lodzomobkra npoekma SCAUA-cucmemsr «KALKAL» k 3xcnopmy

lleped uHmezpauuveu npoexkma 6 onepauuoHHyw cucmemy Linux, ezo HeooxoduMo

paspacomams 6 nosHou Bepcuu  SCADA-cucmemsi.  [lpu  cozdavuu npoexkma  c/iedyem

npudepxubamscs  mMemoduyeckozo  dokymerma  «Pyxobodcmbo nosszobamesa.  Komnaekc

npozpammHsil UH@opMauuoHHo-ynpabaswuwud. SCADA-cucmema «KALKAL». Bepcus 8.3».

llpu Hanu4uu zomobozo npoekma MOXHO NpuCMYnums K nodzomoBume/bHoMYy 3many
neped ezo nepeHocoM B onepauuoHHyw cucmemy Linux. feucmbus no nodzomobke k 3kcnopmy

npoexkma onucaHsl 6 pazdesax darHou z/1abebl.

171 Hacmpouka cemebozo B3aumodeucmbus:

B modyne  «Hacmpouka  cemebozo  B3aumodeucmbus»  Heodxodumo  yopams

abmomamuyeckoe onpedenenue cepbepa, yopab zanoyky u3 coombemcmbywuwezo noas:

s

Paitn Mpaexa Cnpaeka

% X< | L) | Texywwitcepeep Hoean cramumn ~ [0 Aeroonpeaeneue

|8 @ Cepeeps O6uue

Womowirs || Casmm exuuescopeen
| Q Knuerror Hassanme Hoean cramuma

KonveHTapuu

Paspewurs ynpasnerme ¢ 310 PaBONEi CTaHUMU
Mapamerpui nporokana o6mena UDP

Nopr 25923 3| Taiv-ayr,mcex 500 'S Monomku 3 =
Mapamerpui nporokona IEC 104

Tatav-aytel, cex Koo dppuumeHTsl
T0 5 $ T2 10

mi 5 1320 2
Ceoicrea TCP/IP anna cepsepa
[_J Peaepeuposanue

Agpec 1 127.0.0.1
Agpec 2

Agpec 3

Ceonicrsa TCP/IP ans xauenta
Agpec 1 127.0.0.1
Agpec 2

Agpec 3

() Censb yepes nocpearsxa

MomensTe

MNomensare

Orpanuvenue aocryna
C HE33perucTpUpoBaHHLIX PAGOwX CTEHUWA
PaspewuTs urerue anavers NapamMeTpos
() PaspewuTs 3anuce aHaverst napameTpos

Pucyrok 11— Hacmpouka cemebozo 63aumodeucmbus

llpu  ucnosb3obaruu odHou cmaHuuu kAveHm Busyasuzayuu  B3aumodeucmbByem ¢
modynamu SCADA-cucmems! nokanbHo, B npedesax 0GHOU MAwuHsl, NO3MOMY pekomeHayemcs 6
cBodcmbax TCP/IP ykassibams adpec 127.0.0.1

Ecov 6 kavecmbe  Buszyasuzauuu  MEXHONO2UYECKO20  Npouecca  NAaHUpYyemcs

ucnosb30bams moacmsiu kauenm KVision.exe, Heodoxodumo ykassibames peasbHsiu IP-adpec.



12 baza darHbix noss3obameneu

@ausn oassl daHHsix noss3obameseu (Users.xml) waxodswuuca 6 nanke «Base»
HeoOxodumo nepeHecmu 6 kopHeByw dupexmopuw npoexkma. Jamem ocmabwuucs kamanoz
«Base» MoxHOo nepemecmumsb 6 KOp3UHY, npu 3moM @au/sl, Haxodswuecs b daHHou dupekmopuu

oydym ymepsiHsl (nudo He Bsidensms danHyw nanky npu co3danuu apxuba).

Alarm 30.05.2024 10:26

16.05.2024 9:50

Configurator
DAServer
KEvents
KHistory
KLauncher
KLogger
KLogic

KReports

KVision

Pasports 17.04.21

WebVision 21.04.2025 8:20

D Descript.prj 16.05.2024 9:49
@) kaskad 2204,
le Users

Daiinbl npoexTa S. 2Kb

17.06.2024 8:19 Microsoft Edge H... 301 KBl

Pucyrok 12 — Pacnosoxenue gausa Users.xml

Lanee mpedyemcs ckoppexkmupobames nyme k ¢auny b4 nosszobamesneu. Ars 3mozo b
paine C/SCADAProjectPath/Configurator/Userlist.ini ykaxem omHocumesHsIt nyms G0 He2o

«OBFileName=Users.xm(».

2| LDAPO 16.05.2024 9:51 lapameTpbl KOH .. 1K6  [UserList]
N ok T e ServerName=
tu| Stations 16.05.2024 10:12 Mapamerps id.. 1Kb
- e DBFileName=/Users.xml
] UserList 21.04.20259:13 Mapamerpel koH... 1 KBl UserName=
Password=

Typelogin=2
Style=Advance
Synch_DBUsers=0
[Cachelist]

Public=

admin=
[KeyboardDisplay]
Visible=1

BtnSize=23
BtnFontCharset=1
BtnFontColor=-16777208
BtnFontName=Segoe UI
BtnFontSize=9
BtnFontBold=1
BtnFontItalic=0
BtnFontUnderline=0
BtnFontStrikeOut=0

PucyHok 13 — Pedaxmupobanue gauna Userlist.in/



13 Konguzypauuu BupmyasnsHeix kKoHmpo/nepob

Ansa  BupmyanbHeix  kKowmpoanepob, padomawwux 6 npedesax o0dHOU cmaHuyuu, Ha

/I0KA/bHOU MawuHe, cnedyem 3adabames IP-adpec 127.00.1 B uHom cay4ae — HeoOXoGuMo

yxassibams peasbHeie agdpeca.

[Tomumo 3mozo, HEeoOX0GUMO NOCMPOUML OUHAPHLIE KOHGUZYpauuu Koxmpoanepob. 15

3mozo, Haxodacs 6 «KLogiclDE», credyem kaukHymes [IKM no mpeyzossHuky bo3zne ukoHku

ﬁf - (Haxodumcs Ha BepxHeu nanenu okHa) u Beidpams nyHkm «Bcex koHmponnepob». llocse

3mozo OYydym nocmpoeHsl KOHPuU2ypauuu KoHmpo/anepob dna bepxHezo ypobHs.

BxXDmé:=-9-

o1

KoHOurypauna  Makpocst

XX

B &5 3anaun nonb3oearens
© Nomewenne 1
© Nomewenne 2
€9 Nomewenne 3

B = Kauans eeopalesieona

=] MepemeHHbie
& Momewenne 1
& Nomewenne 2
@ '@ MNomewenne 3
& Apmest
@ & Koxtponnep 2

Q Mogynu DCON (ICOS, ADAM) 1

» - @ @ o ~ | 492 Hosan cranyua ~ | Mouck konrposnepa

Texywero koxTponnepa Shift+F9 {oHTpOnnep
Bcex koHTponnepoe rpoanepa

= & Kowrponnep 1

Wna " Kowtponnep 1

KomvverTapui

Tun None-target

Cucremuniii agpec 1 =

Waertuguxarop {2C2A0055-A9BF-48DC-3887-EB448DAS2305)

Cesasb ¢ konTponnepom
Pexiet  Oaunounsiit L3
Hacrpoixa ceasu

TCP/IP

Mporokon Q@ UDP (O TCP
|P-agpec 127001 . Ethemet
Nopr 0x7655 . Taierayr.cex 5 2

(JRS232

COM1
115200 RS232
1 5

H onpoca

8 Nepucamveckui onpoc
MNepuoa ana TCPAP 1 M
Mepuoa ana RS232 30 cex

() Mrnopupoeate noTepio ceasu, cex

HacTpoiika 3KCNOPTa MMEH KaHanoe

HacTpofiku wkuposanus Tpaduka

ceasucBY

MNoka3sars cyMsone

lenepauus aemo-sHaveHuin
() BrmouuTe pexam r HHBIX

DI kaxawnt uxn, Al curycomaa

() BRAKNUTE PEXIM PEIEPBUPOBAIIA KOHTPONNEPOB

Ethemet

Ocroenolt  Pesepersit

27.0.01 COM1

Pucyror 14 — [locmpoeHue koH@uzypauuu koHmpoanepob dns bepxnezo ypobHs

llocne 3abepweHuss npouecca nocmpoeHuss KoHguzypauuu 6 paszdene «Pa3zdop

KOH@uzypauuu» nosbumcs UHOPpMAUUOHHOE COOOWEHUE O KOHMPOA/Aepax, 045 Komopsix OblAU

C030aHbl OUHAPHbIE @au/ibl, a Makxe kamanoz B komopom oHU Haxodsmcs:

CeAab CKoHTponnepoM KowTponnep Pa3bop KoHdurypaumu

RLogic:

CospaHn damnm KoHOMIypauwma:

KonTposstep 1 — {2C2A0059-A9BF-48DC-8BB7-EB448DA63909}.bin, paszmep 2755 Hamr
KoHTposutep 2 — {C6A84D61-FFEE-4853-BOF5-0538BOF61AFS}.bin, pasmep 332 bBamnr

B mupexTopym C:\ProjectPath\KLogic\Station_1\Cfg\

Pucyrok 15 — WHgopmauuoHHoe coodweHue o co30aHHbIX KOH@U2Ypauusx



14 bassl darHbix mMexHono2uYeckux napamempob

B davHom modysne HeodxoduMo ykazams NO/HeIE NYmMU Kk 0azam darHelx TIT 6 credywwem
popmame: /usr/share/SCADAProject/Base/filename.fdb

Ceoiictea B4 MapameTpsl HacTpoliku Ycnosua PeaepeupoBaHue ApXVBHbIE KOMMM

Uma B4 Mpadukn

KommeHTapun Ba3a gaHHbix npoekTa "ACY T3Hamu”

Tun B4 B perucrpaunmn onepaTMeHbIX COCTORHUI

Tun CYB Firebird v

MmA cepeepa W3 npoekTa HoeaAa cTaHuma ~ nopt 3050

®aiin 6 lusr/share/SCADAProject/Base/grafiki.fdb

Monb3oeatens sysdba

Maponb sescccece

Q]Coanam BA XYAanMTb BA ‘Ql'lpoaepmb coeuHeHue
Pucyrok 14 — Koppexmupobra nymu k ¢auny b/

Takxe BosmoxHo ykazamp U Gpyzou  no/sb3oBamesbCkuUu  NYMb,  HANpuMep,
/home/user/Base/filename.fdb.

B 3mom cryyae credyem cozdams nanky «Base» u Bsizbamb okHo ee cBoucmb, zde
HeobOxodumo ykazamb Bradessuem zpynny «kaskad», a maxxe Gsicmabumb paspewerue Ha

ymeHue, 3anuck U BeinosHerue dna cyobexkma «/ pynnaxs-

CBoiicTBa apxuBa «Base» - B
Mpasa
Bnageneuy: !
rpynna: kaskad ¥
Mpasa gocryna K nanke:
Bnageney; YreHue 3anuce BoinonHexue
rpynna: YreHue 3anuce BbInonHeHue
OCTanbHble: YreHue 3anucs BbinonHeHue
Mpasa gocrynak dainy:
Bnageney @ ureive @@ 3anucs @ Buinonwerve
rpynna: = YreHue = 3anuce = BbinonHeHue
OcTanbHbie: @ uretme @ 3anuce @ Buinonvenve
Ocobbie pnaru: YCTaHOBUTL UAGHTUGVKATOP Nonb3oBaTens (SUID)
YcTaHoBUTL uaeHTUdUKaTop rpynnel (SGID)
Nunkui (sticky)
B TEKCTOBOM BUAE: drwxrwxr-x
KoHTekcT SELinux: unconfined_u:object_r:user_home_t:sO

MocneaHue nsmeHenus: Yt 24 anp 2025 08:27:52

PacnpocTpaHuTL NpaBsa Ha BNOXeHHbIe Gainnsl

& nomows X 3aKpbiTh

Pucynok 15 — Hasznayvenue bradesbua nanku

llpumeyarue: Ha3Hayverue bradesbuem dupekmopuu zpynnsl «kaskad» GocmynHo mo/ibko

nocne ycmarobku SCADA-cucmemsr «KACKAL».



15 Busyanusauusi mexHonozuveckux npoueccob

Ecau 6 nanke npoexkma umeemcs kamasnoz «WebVision», ezo credyem nepemecmums 6
KOp3UHY.

B napamempax npoekma HeoOXo0UMO ykazamb NYMb COXPAHEHUS OaHHbIX — G/151
buszyanuzauvu — «WebVision», 3mo no3bosum coxpaHumes Bce Heooxodumsie ¢aussl 6 nanky

npoexmd.

MNapamerpel npoexta X

O6wue Hacrpo#iku npoexra
NononxurensHo Playback

(C) Bee okna nonynpospassie (xpome aanHoro)

() Asromucranme mremockemvepes 10 $ cex
[C) OrofpaxaTs nnasaowme OKHA B NaHen 3a0a4
(HOMEHEHUA BCTYNAT B CHNY NOCNE NEPEIINYCKS NPUNONKENUA)
[T He ebi80auT 0KHO € UMPOPMAUMETt O NacNopTe
(O) NpuctsikosaTs aepeso npoexta %5
(HOMEHEHMA BOTYNAT B CHNY NOCNS NEPLIANYCKA NPUNOIKEHUA)
Myre coxpanerma aanHbix Ana WebVision
WebVision
(T Nokasbiears & nanuTpe TonLko web-ofbexTsl
[MOMEHEHMA BCTYNAT B CHAY NOCNE NEPLIINYCKS NPHAOKEHIUA)
BupTyansHbie MHEMOCKeMbI
[T) He ucnons3oeaTs NapameTp, ecau oM He Halaen

(C) Nepenaears cocrosmme ANC & sHaveru napameTpa

(o )(owes)

PucyHok 16 — HazHayeHue nymu COXpaHeHuss MHeMOCXeMm

Cnedywwum wazom, Haxodsice 6 pexume Hacmpouku, mpedyemcs coxpanums bBce

MHeMocxeMsl npoexkma das Web Vision:

Paiin MNpaska Bua Cepeuc Pacumpenus Momows

O

¥4 3arpysute 8 WebVision
Coxpanute ana WebVision

CoxpaHuts Bce MHemocxembl Ana WebVision k

&; Hactpoiika npuntepa

& Nevars Ctrl+P
@ WVHdopmauma o npoexte Ctrl+1
Boixoa Alt+X

Pucyrok 17 — LoxpaHeHue MHeMocxem

lTocrne 3Mmozao, nosbumcs UH¢0pMUUUOHHOE’ OKHO C YKA3GHUEM  KO/AU yecmba
JKCHUPMUpUﬁGHHb/X MHEMOCXEM.

Coxpanenue (ans web) - utoro X
o Bcero 3xcnopTUPOBaHO 4 MHEMOOEeM(ki).

PucyHok 18 — HMH@popmauuoHHoe okHO




llpumeqarue: npu pazpadomke npoexkma bBepxHezo ypobHs Heodxodumo yyumsiBams

noddepxubaemyw bed-buzyasuszauueu nasumpy o0bekmob. Tawxe, no ymosndavuw, & mody/e

WebVision unmezpupobarsl cemeucmba wpugpmob «Arial», «GothamPro», «Lato», «MyriadPros».

«OpenSans», «PTSans» u «KRoboto», nosmomy 6 npoexkme pexkomeHdyemcs ucno/b306ame

UMEHHO UX.

16 Apxubupobarue npoekma SCADA-cucmemsr «KACKAL»

llocnedrnuu waz nodzomobku npoexkma k 3kcnopmy 6 onepauuoHHymw cucmemy Linux

3ak/wyaemcs 6 ezo apxubupobaruu. 3decy Baxen ¢opmam apxuba, oH dosxeH Osimb 6 bude

ZIP-gauna MHave ymuauma umMnopma npoekma He pacno3Haem ezo.

[* Alam 30.05.202410:26 Manka ¢ paiinamu |
[ Base 21042025 10:10 Manka c aiinamu |
| Configurator 16.05.2024 9:50 Manka ¢ aiinamn |
| DAServer 10.06.2024 8:44 Manka c daitnamn |
[* Kevents 16.05.2024 9:49 MNanka ¢ paiinamn |
[= kistory 10.06.2024 9:10 Manka c paiinamn |
| KLauncher 07.06.2024 14:05 Manka c daitnamn |
| KLogger 17.04.2025 15:38 Manka c paiinamn |
| KLogic 16.05.2024 10:13 Manka c paiinamn |
| KReports 17.05.2024 8:06 Manka c paiinamn |
[= kvision 28.05.2024 8:06 Manka ¢ Gaiinamn |
[~ Pasports 17.04.2025 10:24 Manka c paiinamin |
[© webvision 21,04.2025 8:20 Manka ¢ aiinamin ]
[0 Descriptpri 16.05.2024 9:49 aiin "PRI" 16|
|@ kaskad 21.04.2025 9:03 Daiinbl NpoexTa S... 2 K5|
[@ users 17.06.2024 8:19 Microsoft Edge H... 301 k8|

Pucyrok 19 — Lo3darHue apxuba npoexkma

llpu co3Garuu apxuba 3kcnopmupyemMozo npoekma pexkomeHdyemcs npucboums emy ums

6 gpopmame «SCADAPraoject-yyyy-mm-dd.zip»-

| .+ SCADAProject-2025-04-24

24.04.2025 10:51

Cxaras ZIP-nanka

1073 Kb

Pucyrok 110 — Apxub npoexma

0



2 YLCTAHOBKA RUNTIME-BEPCWMN SCADA-CUCTEMBI «KALKAL»

Ana ycmarobku Heooxodumsix KomnoHeHmob no/sb3obamess GoixeH odradams npabamu
admurucmpamopa.

Yemarnobra npednosazaem ucno/sb3o0BaHue KOMAHOHOU CMPOKU 0NEpauUOHHOU CUCMEMS.
Heodxodumo 3anycmums TepMuHan yvepe3 merw «[lyck» uau HaxamueMm koMOUHauuu kaabuw
«Cfrl» + «Alt» + «T». fanee 6 omkpsibwemcs okHe credyem B6ecmu komandy sudo rpm —e
firebird libreoffice-base v nodmbepdums naposem BeinosHeHue deucmbusi om  UMEHU
cynepnosb3oBamens. [anHou komarHdou BsinosHsemcs ydanenue npedycmarobaerHou (Y64

zebra@vbox:~ - » B
®ann MpaBka Bwuag Mouck TepmuHan [Momoulb

[zebra@vbox ~]$ sudo rpm -e firebird libreoffice-base

Mbl monaraeM, 4YTO Baw CUCTEMHbili agMUHUCTPATOP W3SIOKU BaM OCHOBSI
6esonacHocTu. Kak npaBuno, BCE CBOAWTCHA K TPEM CregywuwyMm npaBunam:

lel) YBaxaliTe yacTHYW XWU3Hb APYruUX.
le2) [ymaiiTe, npexge uyeMm UYTO-TO BBOAUTH.
le3) C Gonbwoii BnacTbi NpuxoguT Bonbwas OTBETCTBEHHOCTh.

Mo coobpaxeHusM Ge3onacHOCTU Naponb, KOTOPbLIA Bbl BBeAéTe, He GygeT BuAeH.

[sudo] napons gns zebra:
[zebra@vbox ~]1$

PucyHok 2.1 — Ydanerue Firebird

Lanee mpedyemcs nepeumu B kamanoz «3azpysku», B6eds 6 mepmuHane komardy cd
Jazpysku, a 3amem 3zanycmums ycmaHobky ducmpudymuba komaHdou sudo yum localinstall
scada-kaskad-x64-83-2x86_64.rpm.  [anee  weodxodumo  nodmbepdums  ycmaHobky

donosHumeibHbix nakemob, 66eds 6 komaHdHoU cmpoke «Y»:
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®ann Mpaeka Bwua TlMouck TepmwuHan

zebra@vbox:~/3arpysku

MomMmouye

MNocnegHsisa npoBepka OKOHYaHWA Cpoka AeliCTBUA MeTagaHHbIX:
20825 12:49:04.
3aBNUCKMMOCTUN pa3peleHs.

YcTaHoBKa 3aBUCUMOCTEN:
apr

apr-util

libpq

x86_64
x86_64
x86_64

YcTtaHoBka cnabbix 3aBUcCUMOCTEN:

apr-util-bdb
apr-util-openssl

x86_64
x86_64

PeaynbTaT TpaH3akuuu

O06vemM 3arpysku:
06vem nameHeHuin: 336 M
NpoponknTe? [n/H]:|

By X
.6.3-2.red806

7.

@commandline
5-1.red80 updates
base

4-2.red86 updates

PucyHok 2.2 — Havano ycmarHobru

B 3abepwerue npouecca ycmarnobku dosxHa nosbumscs uH@opmauuss 00 yYcmarob1eHHsIX

nakemax-

®ann Mpaeka Bwua TlMouck TepmwuHan

zebra@vbox:~/3arpysku

MomMmouye

/etc/systemd/system/webvision.service.
Job for webvision.service failed because the control process exited with error c

ode.

X

See "systemctl status webvision.service" and "journalctl -xeu webvision.service"

for details.

Created symlink /etc/systemd/system/multi-user.target.wants/firebird.service - /
etc/systemd/system/firebird.service.

YcTaHoBka
3anyck ckpuntneTta:
NpoBepka
poBepka
MpoBepka
MpoBepka
MpoBepka
MpoBepka

YcTaHoBneH:
apr-1.7.5-1.red808.x86_64

: apr-util-1.6.
apr-util-1.6.
: apr-util-1.6.
: apr-util-bdb-1.6.
: apr-util-openssl-1.6.3-2.red806.x86_64
: apr-1.7.5-1.red80.x86_64

: libpg-17.4-2.red86.x86_64

: scada-kaskad-x64-8.3-2.x86_64

3=2.
3=2.
B=2.

apr-util-bdb-1.6.3-2.red86.x86_64

libpg-17.4-2.red80.x86_64

BuinonHeHo!
[zebra@vbox 3arpyzkun]$

red80.x86_64
red86.x86_64
red806.x86_64
3-2.red80.x86_64

apr-util-1.6.3-2.red80.x86_64
apr-util-openssl-1.6.3-2.red86.x86_64
scada-kaskad-x64-8.3-2.x86_64

PucyHok 2.3 — Jabepwerue ycmaHobku

6/6
6/6
1/6
2/6
3/6
4/6
5/6
6/6
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llocne 3abepweruss onepauuu credyem nepeumu B meHw «[lyck» U packpsims NYHKM
«SCADA-cucmema «KALCKAL». Fdece GonxHel nosbumcs modynu SCADA-cucmemsr «KACKAL»,

U300paXEeHHbIe HA PUCYHKE HUXE:

Q BseguTe gna noucka x}

3 vsbpantoe ) Busyanu3aLMA TEXHONOrUUECKUX NPOLIECCOB

&3 Bce ﬁ MMNOpPTUPOBaTL NPOEKT
_ % MHpopmauma o nuueHsnum

& AamunucTpuposarive €9 nNepezanycruts SERVER SCADA

@ Ayavo v Buaeo 'c,‘ ynpasnexue cnyx6amu BUPTYanbHOMo KOMT...

& rpaduxa

B Vnreprer

& O6pasosarencHbie
8 opwuc

) napamerpu

@ CucremHble

A CrangaptHbie

& Uentp ynpasnenus
Pucyrok 2.4 — Hobsie nyHrkmsl MeHw «[Tyck»

Ha 3mom npouecc ycmarnobku SCADA-cucmemsr «KACKAL» 3aBepwer.
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3 UMIIOPT [IPOEKTA SCADA-CUCTEMBI «KACKAL»

3.11 MmMnapm npoexma b zpapuveckoM pexume

lTocne 3manob nodzomobku npoexkma u ycmarobrku SCADA-cucmemsl, npu Heodxodumocmu
umMnopma npoexkma, c/Aedyem ocywecmbumb UMNOPM NPOEKMA 4Yepes nyHkm «/mnopmupobams
npoexm», Haxodawuucs 6 merw «[lyck».

Q Bsegute gns nouck =

£ vsbpanroe G

) anyan M3aUMA TeXHONOrnyeckux npoueccoe
&4 Bce = VIMnopTvpoBaTh NPoeKT %

W AAMUHUCTPUpOBaHUe (j MNepe3zanyctute SERVER SCADA

U AyAvO 1 BUaeo 'h,/ Ynpasnexue cnyx6amu BUPTYanbHOMO KOHT...
¥ rpadwuxa

B Vnreprer

& Ob6pasosarencHole

8 oduc

) napamerpe
@ CucremHble

A CravpaptHeie

&) uewtpynpasnenns
PucyHok 3.1 — Omkpsimue okHa umnopma npoexkma

lanee, nepeuds B dupexkmopuw pacnofoxexus npoexkma, Heodxodumo Beidupams apxub

NpoeKkma U Haxame KHONKY «Beiopame»:

BbiGepuTe apxyB C npoeKTOM

© HegasHue 4 frze >

1 [lomaluHss nanka nma Pasmep Tun N3meHEéH
~ i} SCADAProject-2025-04-24.zip 856,7k6 Apxus 07:24
[ Pabouwit cron

B Bugeo

D AoxymenTui

[ vzo6paxenun
[ IR

ZIP archive ¥

PucyHok 3.2 — Beidop umnopmupyemozo npoexkma

Jamem cnedyem B6ecmu napose dns noayverus npab cynepnoib3obamess u doxdamscs

UH@OPMAUUOHHO20 CO0OWEHUS 00 YCNEWHOM NEPEHOCE NPOEKMA:

Bsog napons

Beegute naponb ANA NoAy4YeHUs Npas Cynepnonb3oBaTtens: ﬂepeHoc NpoOeKTa ycnewHo ocyLecTseH.

********ti

OK OTmeHa oK

Pucyrok 3.3 — [lodmbepxdeHue umnopma
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312 Nmnopm npoekma 4epe3 KOMaHOHYw CMPOoKYy

L[5 uMnopma npoekma 4Yepe3 KOMAaHOHYK CMpPoKYy HeoOx0duMo 3Hamb NO/AHLIU NYMb
pacnosoxerusi apxuba npoexkma
Lanee 6 mepmunane credyem B6ecmu komaHdy 6 credywwem gopmame:
sudo /. opf/ kaskad/ utils/ migrate.sh nymb K @auay
(6 Hawem cayyae apxub waxodumcs B kamanoze /home/zebra/3azpysxu)-

zebra@vbox:~ -~ B3

®ann Mpaska Bua TMouck TepmuHan [Momous
[zebra@vbox ~]$ sudo /opt/kaskad/utils/migrate.sh /home/zebra/3arpysku/SCADAProj
ect-2025-04-24.zip

[sudo] naponb gns zebra:

PucyHok 3.4 — Janyck npouecca umnopma npoexkma

[locne 66oda naposns HayHemcs npouecc uMnNopma npoexkma:

zebra@vbox:~ - ~ B3
®ann Mpaska Bua TMouck TepmuHan [Momouls
inflating: /tmp/0893882e066d089191f2365388084b2b5358/Users.xml
creating: /tmp/893882e086d09191f236538084b2b5358/Alarm/
extracting: /tmp/893882e66d891911236538804b2b5358/Alarm/alarmdata.dat3
inflating: /tmp/893882e86d89191f236538804b2b5358/Alarm/SaveAlarmData.log
inflating: /tmp/093882e06d89191f236538084b2b5358/Alarm/SendMessConf.xml
creating: /tmp/893882e086d09191f2365380084b2b5358/Alarm/Station_1/
inflating: /tmp/093882e66d089191f2365388084b2b5358/Alarm/Station_1/alarmdata.dat

inflating: /tmp/093882e86d69191f2365388084b2b5358/Alarm/Station_1/Alarms.
inflating: /tmp/893882e66d09191f2365380084b2b5358/Alarm/Station_1/Alarms.
inflating: /tmp/893882e086d09191f2365380084b2b5358/Alarm/Station_1/Alarms.

inflating: /tmp/0693882e066d8919112365380084b2b5358/Alarm/Station_1/Alarms.
.bak
inflating: /tmp/0893882e066d69191f2365386084b2b5358/Alarm/Station_1/Alarms_

inflating: /tmp/0893882¢06d89191f236538084b2b5358/Alarm/Station_1/SaveAlarmData
.log

inflating: /tmp/693882e66d0891911236538804b2b5358/Alarm/Station_1/SendMessConf.
xml
Removed "/etc/systemd/system/multi-user.target.wants/KLogicSoftPLCl.service".
Created symlink /etc/systemd/system/multi-user.target.wants/KLogicSoftPLCl.servi
ce » /etc/systemd/system/KLogicSoftPLCl.service.
[zebra@vbox ~]1$

Pucynok 3.5 — Jabepwenue npouecca umnopma npoexkma
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3.2 [llpobepra npoexma

llpu ycnewrom umnopme npoexkma 6 nyHkme meHw «[lyck» Heodxodumo Beidpams

«Busyanuzauus mexHoN02u4eckux npoyeccob»:

Q, Beegure ans Nowcka a
k4 Bce a MMnopTMpoBaTh NPoOexT
_ % NHdopmaumna o nuueHsnm
@ AAMUHUCTPUpOBaHWe (j Mepe3sanyctuts SERVER SCADA
@ Ayavio nsuaeo % Ynpaenewue cnyx6amu BUPTYanbHOro KOHT...
& rpaduxa
B Vreprer

& O6pazosarencHole
B oduc

2 napamerpui

@ CucrtemHble

A CranpaptHbie

&J UenTp ynpasnexus

Pucyror 3.6 — Omkpsimue buzyasuzauuu mexHon02U4ecKozo npouecca

B omkpsibwemca okHe mpedyemcs abmopuszobamscs, 66eds ums nosb3oBamena u napo/s,

a 3amem Haxamb kHonky «Boumu 6 cucmemys»:

WebVision - Chromium A - |
& webvision x|+ v
> C O localhosts &0 s
@ SCADA-cucrema "Kackan”
"
Hll 1 Lgtl o wsn-cosnin| IQEND] W ) s

PucyHok 3.7 — OkHo abmopu3zauuu nosb3o0bamens
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llocne abmopusauuu cmaHem docmynHa cmapmobas mMHemocxema. Jdecs pexkoMeHdyemcs

npobepums  KOPPEKMHOCMb OMOOPAXEHUS MHEMOCXEM U padomocnocoOHocms 00bekmob u

30/10XEHHOZ0 PYHKUUOHAAA.

ACY T3Hamu - Chromium Sl - |

@ ACY ToHaum “« x4+ v

ABTOMaTH3HPOBAHHAs! CHCTEMa yPAB/IeHHs 3/1eKTPOHArPeBATe/ISIMH

IPENG] @ O cw2em i

Pucyrnok 3.8 — OUmodpaxerue mMHeMocxeM

(rnedyem odpamumes BHUMaHue Ha KOPppekMHOCMb CAedywuux acnekmob:

o bBeibod onepamubHeix 3HA4YeHUU MexHOoA02UYeckux napamempob;

e omodpaxeHue zpapukob kaxk UHOUKamMopa KOppekmHou padoms/ 0a3s darHsix T/

e padoma abapuuHo-npedynpedumeibHoU CUZHAAU3auUU.
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4 [INATHOCTHKA PABOTH RUNTIME-BEPLMN SCADA-CUCTEMbI «KALKAL»

Ana  Guazrocmuku Modyneu  SCADA-cucmemsr

«KACKAL» Heooxodumo 6B6ecmu 6

TepmuHane cucmemsl komanady gopmama systemct! status uMa_cayxods

llpumevarue: oopamume bHumaHue Ha pezucmp cumbBonob, 6 Linux-cucmemax ezo BaxHo

yyumsiBames.

4.1 fluazrnocmuxa padomsi cAyxOsl Busyasusayuu mexHoNo2uveckux npoueccob

sudo systemct! status webvision — xomarda BsiboGa uH@OpMaUUU O COCMOSHUU CAYXObl

modyna Busyasuzauuu

®aitn

MNpaska Bua

zebra@vbox:~ =

Mouck TepmuHan MMomows

[zebra@vbox ~]$ sudo systemctl status webvision
® webvision.service - WebVision

Loaded:
Active:
Process:
Main PID:
Tasks:
Memory:
CPU:
CGroup:

loaded (/etc/systemd/system/webvision.service; enabled; preset: disabled)

active (running) since Wed 2825-84-23 16:55:85 MSK; 48min ago

34792 ExecStart=/opt/kaskad/webvision/apache/bin/apachectl start (code=exited, status=8/SUCCESS)
34798 (httpd)

34 (limit: 4667)

261.2M

26min 49.497s

/system.slice/webvision.service

anp 23 16:55:05 vbox systemd[1]: Starting webvision.service - WebVision...
anp 23 16:55:085 vbox systemd[1]: Started webvision.service - WebVision.
[zebra@vbox ~1$ S

Pucyrok 4.1 — [uazHocmuka padomsi cAyxosl Modyns bBusyasuzauyuu

4.2 fluazHocmuka padoms cAYyx0s BupmyaibHo20 KoHmMpPo/aAepa

sudo systemct! status KLogicSoftPLLT — wkomarnda Bsiboda uH@opmauuu o cocmossHUU

cayxobl BupmyaneHozo KOHMpPo/epa

®aiin Mpaska Bua 0
[zebra@vbox ~]$ sudo systemctl status KLogicSoftPLC1
® KlLogicSoftPLCl.service - KLogic runtime

Loaded:
Active:
Main PID:
Tasks:
Memory:
CPU:
CGroup:

zebra@vbox:~

Mouck TepmuHan  TMomolys

loaded (/etc/systemd/system/KLogicSoftPLCl.service; enabled; preset: disabled)
active (running) since Wed 2825-84-23 16:55:85 MSK; 44min ago

34713 (klogic-x64)

58 (limit: 4667)

11.6M

6min 54.812s

{iystem.slice/KLogicSoftPLCl.service

anp 23 16:55:085 vbox systemd[1]: Started KLogicSoftPLCl.service - KLogic runtime.
lines 1-11/11 (END)

Pucyrok 4.2 — [uazHocmuka padomsi cAyxObl BupmyaisHozo KOHMpPoa/aepa
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HaumernoBarue — cayxdsl  kakozo-mo — KOHKpemHozo  3k3emn/aspa  BupmyasbHozo
KOHmMpo//iepa MoxHo nocMompems B modyne «Ynpabrenue cayxoamu  BupmyasbHozo

koHmponepa KLogic»:

Ynpaenenue cnyx6oi

l‘ OcTaHoBUTL Pabotaer
HacTpowku MNapameTpel cnyx6b
Tun 3anycka Nma cnyx6b!
52‘ ABTOMaTUUECKMIA v KLogicSoftPLC1
UDP nopt BuiBOgMMOE UMSA CNyX6bl
@ 30293 | =" (" & {  KLogic runtime
IEC 104 nopt Sk3emnnap KLogicSVC
2404 [ ?’o /opt/kaskad/kltarget/klogic-x64
MpuopuTeT npouecca AvipekTopus HacTpoek KLogicSVC
0 =N / /usr/share/SCADAProject/Services/KLogicSoftPLC1

Pucyrok 4.3 — OkHo ynpabrerus cayxoou BupmyaibHO20 KOHMPO//epa

4.3 fuazHocmuka padomsl cAYxO0sl cUCMEMSsI YynpabaeHus 0a3zamu GarHsIX

sudo systemct! status firebird — komanda bsi6oda uH@opMauuy 0 COCMOSHUU CAYXObI
(Y964

zebra@vbox:~ - & X

[zebra@vbox ~]$ sudo systemctl status firebird
e firebird.service - Firebird Database Server
Loaded: loaded (/etc/systemd/system/firebird.service; enabled; preset: disabled)
Active: active (running) since Wed 2825-84-23 16:52:58 MSK; 48min ago
Docs: https://firebirdsql.org/en/firebird-rdbms/
Main PID: 34271 (fbguard)
Tasks: 18 (limit: 4667)
Memory: 166.6M
CPU: 18min 36.696s
CGroup: /system.slice/firebird.service

anp 23 16:52:58 vbox systemd[1]: Starting firebird.service - Firebird Database Server...
anp 23 16:52:58 vbox systemd[1]: Started firebird.service - Firebird Database Server.
[zebra@vbox ~]$|

Pucyrok 4.4 — [uazrnocmuka padoms ciyxos CY6/
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4.4 fuazrnocmuka padoms! cayxosi SERVER SCADA

sudo systemct! status KaskadSOD — komarnda beiboda uxgopmauuu o cocmossHUU

cepbepa docmyna k JarHbIM

®ain  Mpaska

[zebra@vbox
® KaskadSDD

Loaded:
Active:
Main PID:
Tasks:
Memory:
CPU:
CGroup:

lines 1-28/208 (END)

Bua Mowuck

~]$ sudo systemctl status KaskadSDD
.service - KaskadSDD
loaded (/etc/systemd/system/KaskadSDD.service; enabled; preset: disabled)

TepmuHan Momouws

zebra@vbox:~

active (running) since Wed 2825-84-23 16:55:85 MSK; 42min ago
34785 (KaskadSDD)
28 (limit: 4667)

18.8M
52.389s

/system.
L3478

vbox
vbox
vbox
vbox
vbox
vbox
vbox
vbox
vbox
vbox

Pucyrok 4.5 — [fuazHocmuka padoms: cepbepa docmyna K GaHHsIM

slice/KaskadSDD.service

KaskadSDD[34785]:
KaskadSDD[34785]:
KaskadSDD[34785]:
KaskadSDD[34785]:
KaskadSDD[34785]:
KaskadSDD[34785]:
KaskadSDD[34785]:
KaskadSDD[34785]:
KaskadSDD[34785]:
KaskadSDD[34785]:

19KSAlarmsServiceImpl::removeClient clients count 16
19KSAlarmsServiceImpl::addClient clients count 11
17KSAlarmClientImpl::runloop starts on socket 16.

8KSConfig: :checkLoad daserver config file not found: /opt/kas|

2BKSRtpSamplesMemCache:

>
:refreshOlderFlushes Older flushes COUH

8KSConfig: :checkLoad daserver config file not found: /opt/kasiy

rtt_0e1
rtt_e1
rtt_ee1

FullPoll starts

FullPoll answer activation cause:
FullPoll answer activation cause:
RTP stats: uptime: 42 | sp/s: 176.92

7
10
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5 AKTHUBALINA TNLIEASMN

llpu Heodxodumocmu ucno/ib306anus cneuuanu3upobarHsix dpaubepob v QyHKUUU
SCADA-cucmemsl, a markxe 6 ciyyae, kozda mpedyemcs oonee 32 kaHanob, credyem
npuodpecmu U 3apezucmpupobams coombBemcmByrmw Uy AUUEHIUOHHBIU K/Y.

5.1 llpozpammusiu kwy

Ana akmubayuu npozpammHou AuueH3uu credyem Beidpams u3 zpynnsi «SCADA-cucmema
«KACKAL» 6 merw «[Tyck» nyHkm «MH@opMauus o AUUEHIUU»:

VHdopmaums onuuensum -~ E3

HaumeHoBaHue 3HaueHue

Homep nuyeHsun | Jemo

Yucno kawanos CA4 |32

Mpunoxexus | Mogynu

ID |HanmeHoBaHue

3aperucTpupoBsatb OK

PucyHok 51— UkHo uH@opMauusa o AUUEH3UU
B packpsibwemca okHe Heodxodumo Haxame /IKM no kHonke «3apezucmpupobame»,

nocne yezo cnedyem ckonupobames mexkcm U3 Noas «MHPOopMauus G415 NOAYHEHUS AUUEHIUU» U

omnpabumes €20 Ha 3/1eKMPOoHHYK noymy reg@kaskad-asu.com.

Perncrpayus SCADA-cuctembl "KACKAL" - 83

VHdOpMaLVA ANA NONYYEHNA NNLEH3NK:

055d50a1d0a070d0e36bd45621338bf909971d722c4f686639bd0612711e40c6d8cIcedf7adb70fabbef3dbadf
a746e9db2e7ce2dc84ar65040945401709c55e8095ae53391d778b7a9413cce752de350ef f4e580a3fda785r9d
83849c43h9r4c666cf4decdc6739cd1e094e54cc64357c8d90729960d3e31db9416e880588469c03e022945ece
23024c890b86f0d62aa1b9604bf3e694d2c9d816dF4198cdc9dc1d6b783b414eec2608b5d6055c037af5d4e7de
1c159602059da02571491d92427d9e5867d9b89c5d42f06193dd0283c771170d85277beed496f3a83c5cd9fe22
00c96865c394c85356e4b53ar1ce9ad402fc2ce736287125185f7f2c5a4175fe592cd22f0b3970870423105b25
4eb0e8081745711669ae0T31c689b94e9252773a6700895602dded40d87T06718c83ee9ef5148841F3354ed9fd

9f7ef8b8ead314402db8069bT5d9c03966e8d731356926c3cbd595¢5752F1777078d1d8F4802344a3547055675
575a38ece602492a2dcecf5e

A NONYUEHURA NNLEH3NOHHOTO KNKUa BaM HEOBXOAUMO OTNpaBuT!
An yuel LeHs3! 0ro KNKua Bam HeobxoAnMo oTnpasnTs CoxpaHute  OTnpaswTe
PEerucTPaUMOHHYI0 MHGOPMaLMIO Ha 3NeKTPOHHYIO nouTy reg@kaskad-asu.com

Myt K $painy knroua:

VHopmayus o nuueHsum:

Bnageney nuyeHsum:

Homep nuueH3un

Aarta Bblgauv nyeH3um:

OrpaHuyeHue no BpeMeHu:

/laTa OKOHUYAHUA NNLEH3NK:

Bbixog

Pucyrok 52 — UOkHo pezucmpaquu /AUyeH3uy
Ana  akmubauuu nosyveHHozo kAwYa mpeoyemcs B 3Imom ke okHe  ykazamb
pacnosoxerue gausa auueHuu, bcmabub nyme 6 nose «[lyms Kk @auny kaw4a» uau, KAUKHYE

no «..», nepeumu B HYxHyw dupexkmopuw u Bsidpamb HEoOX0GUMbIU K/KY-
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OTKpbITL $aitn ¢ nnueHsuer

MecTta msa v Pasmep W3MeHEH

Q e [ nodovendoskey 5o oss |

o® HepaasHue 4OKyM...
@&} zebra

= Pa6ounii cron

® oaitnosas cuctema
D AokymerTl

ir] My3bika

&) nz06paxerina

B Bugeo

-

Key file «

@® OtmenuTs 1 Otkpeits

Pucyrok 53 — Beibop NUUEH3IUOHHO20 K/AKWYa
Ana npobepku axkmubauuu AuueHuu Heodxodumo bBsi3B6amb  OKHO UH@OpMAUUU O

AUUEH3UU U3 0GHOUMEHHO020 nyHkma pazdesa «SCADA-cucmema «KACKAL» menw «[Tyck»:

VHopmaums o nvuensun -~ E3

HaumeHoBsaHue 3HaueHue

Homep nuyeHsnmn 6701
3aperucTpupoBaHa Ha

Yucno kaHanos CAA4 512

Aata Bblgaun 12.05.2025

Mpunoxexns | Mogynm

ID |HanmeHoBaHue

HacTpoiika cepsepa A0CTyna k AaHHbIM (DAServerCfg)
Busyanusayus (KVision)

®opmMuposaHue panopros (KReports)

HacTpoiika anapmoe (KAlarmcfg)

MpocmoTp nctopuum (KHistory)

olu[srlwin =

BuptyansHbiin KoHTponnep (KLogicSve)

CMEeHUTb INLEH3N0 OK

PucyHok 54 — (Bederuss 00 akmubupobarHHou nuyeH3uu
Joecy 6 BepxHeu vacmu okHa pacno/oxersl cbederus o AUUEH3UU: mUn KAKYa U HOMED
AuueH3uy, bradeseu, yucno kavanob, dama Beidavu v okoHvYaHus dedcmbusa AuUeH3uY. B HuxHeu
xe qacmu Haxodsmcs cnucku 3adeucmbobarHeix  Modyneu  SCADA-cucmems  (Bkradka

«[lpunoxenus») u dpauvbepob (bkradka «Modyiu»)

52 Annapamnsiu k/wy

B cnyyae, ecau Bv odsradaeme annapamHsiM KAWYOM (HQ @UIUYECKOM HOCUME/E), dAs

akmubauyuu docmamoyro 6cmabumes ezo 6 coombemcmbywwuu pazbem MawuHs! ¢ YcmaHobaeHHoU
SCADA-cucmemod.
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B darnHom cryqae b okHe «HH@PopMauus o AuueH3uu» oyoym npedcmabaeHs! Bx/wYeHHsie

MOOYAU U npuaoxenrus, a mun kaw4a oydem ykazaH — Rockey4ND:

VHdopmaums o nuuensun - ~ B3
HaumeHoBaHue 3HaueHue
Homep nuyeHsnmn 6702
Yucno kaHanos CAA 512
Aata Bblgaun 12.05.2025
Konuuecteo APM 1

Mpunoxexns | Mogynm

ID |HanmeHoBaHue I

HacTpoiika cepsepa A0CTyna k AaHHbIM (DAServerCfg)

Busyanusayus (KVision)

HacTpoiika anapmoe (KAlarmcfg)

\
®opmMuposaHue panopros (KReports) ‘
Mpocmotp uctopum (KHistory) ‘

\

olu[srlwin =

BupTyaneHslin KoHTponnep (KLogicSve)

OK

Pucyrok 55 — UOkHo pezucmpauuu AuyeH3uy
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